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Routing Security Makes Good Business Sense
INFORMATION FOR BUSINESS EXECUTIVES

Businesses increasingly rely on the Internet, from online services and customer support to storing
digital assets and information in the cloud. All that data has to move across the Internet without
being intercepted, changed, redirected, or blocked.

Your business may be susceptible to these risks if your Internet connectivity, cloud, and CDN
providers are not actively mitigating them with proper routing security best practices.

Is Your Connectivity Provider a Threat Vector or a First Line of Defense?

Over the last 12 months, there were around 2,500 major attacks on the global Internet transport and
routing systems. These incidents, called ‘route hijacks’ and ‘route leaks,” can:

e Strain infrastructure

e Resultin dropped traffic

e Allow unauthorized traffic inspection
e Lead to Denial of Service (DoS) attacks

The most effective way to tackle routing security threats is to choose Internet service providers and
cloud and CDN providers that follow established best practices outlined via Mutually Agreed Norms
for Routing Security (MANRS).

By choosing service providers who are MANRS-compliant (and joining MANRS if you operate a
network), you can improve your company’s security and encourage other providers to improve their
infrastructure.
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Mutually Agreed Norms for Routing Security (MANRS)

How can MANRS help your organization?
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FIND OUT MORE AT MANRS.ORG
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https://www.manrs.org/
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